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Zero Trust Application Access Release Notes

This document is the release notes for InstaSafe Zero Trust Application Access (ZTAA) features to
be released on 19t February 2022. This document contains information on enhancements to
app.instasafe.io console, ZTAA agent, ZTNA and the gateways which include feature
enhancements and bugs resolved. In case of discrepancy between information given in release
notes and Product Documentation, information given in release notes is to be assumed correct.

e ZTAA Agentversion: 4.27.7

e ZTNA service:4.18.21.0

e Network Gateway version: 4.5.20
e TCP Gateway version: 4.3.9

e RDP Gateway version: 4.1.10

e Web Gateway version: 1.6.3

General Notes
1. Minor modifications and Bug Fixes not significantly affecting the user experience are not a part

of the release notes.
2. Multiple bug fixes or enhancements relating to a particular feature are not separately featured
in release notes.

Major Enhancements

e Manage rule implementation while shifting ISP with Always ON mode.
ZTNA e Enhancements to Always ON stability.
e Improvements in the Always ON application reliability with Full Tunnel.

e Enhancements to Identity Provider profile with addition of IdP and SP
Certificate Expiry Timestamp.
e Configurable AD sync delay settings at a tenant level.
Console e Enhancements in logging of Audit and System events.
e Performance improvement to Audit Reports which fetch large datasets.
e Enhancement to the Application Access Time manage rule in Data
Management.
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Major Bug Fixes
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Issues in the Manage Rule implementation for Always ON applications fixed.
Issue with application access post the end time set in Application Access Time
manage rule is addressed in the agent.

Minor Ul fixes in the Devices screen under Perimeter Management.
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Minor Ul fixes in the Account Information screen under My Profile.

Minor Ul fixes in the Audit reports.
Other minor issues in the console addressed.
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Known Product Issues

1. If users have the ZTAA agent open when a new network application is added to the
Access policy, then users will need to restart the agent for the application to show
online in the agent. Until the agent is restarted, the newly added network application
will be accessible from the network gateways but will show Offline/Grey in the agent.

2. Network applications will show unstable and will not be accessible when a user logs into
the ZTAA agent from a Windows 8.1 Pro 32 bit or 64 bit machine. Network applications
will be accessible only after clicking on the Refresh button in the agent.

3. MAC users who are on the production ZTNA version 4.13.0.0 will not get upgraded to
the latest ZTNA version automatically. A system restart will need to be done for the
latest ZTNA version to be upgraded.

Feedback For any feature request or feedback regarding current product please mail us at:
team@instasafe.com

Technical Support For any support related issues kindly mail, us at: - Support@instasafe.com.

Revision History:- The Following is the revision history for the document
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