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Zero Trust Application Access Release Notes

This document is the release notes for InstaSafe Zero Trust Application Access (ZTAA) features to
be released on 6th September 2023. This document contains information on enhancements to
app.instasafe.io console, ZTAA agent, ZTNA and the gateways which include feature
enhancements and bugs resolved. In case of discrepancy between information given in release
notes and Product documentation, information given in release notes is to be assumed correct.

e ZTNA version 4.24.18.0 was released.
e Network gateway version 5.4.0 was released.
e TCP gateway 4.4.16 was released.

General Notes
1. Minor modifications and Bug Fixes not significantly affecting the user experience are not a part
of the release notes.
2. Multiple bug fixes or enhancements relating to a particular feature are not separately featured
in release notes.

Major Enhancements

e Package deployment feature: This feature gives Tenant Admins the
ability to define and configure MSI packages. The configured MSI
packages can then be pushed and installed in end user machines who
have logged in with the ZTAA/ZTNA agent. The feature is disabled in the
Tenant by default. Customers will have to reach out to InstaSafe Admin
to have the feature enabled.

e Tenant Admins can add users to multiple user groups from the Users
tab by selecting a user and editing it.

e The updated IP of a gateway to be fetched and displayed in the

Console Gateways basic information screen if there is a change in the gateway’s

public IP.

e Tenant level setting provided to allow Admins whether to
enable/disable the sending of password reset link via SMS when Active
Directory user try to reset their password. If the feature is ‘Enabled’
then AD users will receive the password reset link both over Email and
SMS. If the feature is ‘Disabled’ then AD users will receive the password
reset link only over email.

e Anew ‘Tenant Network Apps’ report has been added in the Audits
exports. The report will list out all the network applications in the
Tenant.
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e The format of the existing ‘Tenant Apps’ report has been modified for
better information retrieval and readability.

e Scheduled delete of disabled users who are not associated with any
user group. Customers will have to reach out to InstaSafe Admin to
have the feature enabled.

e Network Gateway version 5.4.0: comma separated IPs can now be
provided while defining network applications in the console. The
network gateway needs to be upgraded to the version 5.4.0 to support
network application definition. The ZTNA agent, Electron agent and

Gateway Android app needs to be upgraded to support such network
applications which will be released in the near future.

e TCP gateway version 4.4.16: This version of the gateway supports the
reset of the of AD password over secure LDAP connections with option
to ignore SSL errors for connections.

e ZTNA version 4.24.18.0: This version of the ZTNA service has
ZTNA multiple performance improvement fixes.

Known Product Issues

1. If users have the ZTAA agent open when a new network application is added to the
Access policy, then users will need to restart the agent for the application to show
online in the agent. Until the agent is restarted, the newly added network application
will be accessible from the network gateways but will show Offline/Grey in the agent.

2. Network applications will show unstable and will not be accessible when a user logs into
the ZTAA agent from a Windows 8.1 Pro 32 bit or 64 bit machine. Network applications
will be accessible only after clicking on the Refresh button in the agent.

3. MAC users who are on the production ZTNA version 4.13.0.0 will not get upgraded to
the latest ZTNA version automatically. A system restart will need to be done for the
latest ZTNA version to be upgraded.
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Feedback For any feature request or feedback regarding current product please mail us at:
team@instasafe.com

Technical Support For any support related issues kindly mail, us at: - Support@instasafe.com.

Revision History:- The Following is the revision history for the document
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